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The Onelogin Unified Access Management Platform

Enabling Organizations to Access the World™

The Fragmented Access Management Challenge: Insecure and Inefficient

Today, the vast majority of organizations struggle to manage access across complex application environments consisting of
Software-as-a-Service (SaaS) applications as well as commercial and custom web apps hosted on-premises, at remote data centers, and
in private clouds. Organizations are further challenged to manage access to applications, networks, and devices for users stored in

disparate directories.

Conventional Access Management solutions force technology professionals to assemble multiple vendor offerings to address their
needs. While legacy Access Management solutions offer robust functionality for on-premises apps, they fail to address the growing
volume of cloud apps and create additional pain points in the form of their cost, maintenance, complexity, and overhead. Conventional
Identity-as-a-Service (IDaaS) solutions offer operational ease, reduced total cost of ownership, and support for standards such as SAML,
OAuth, and SCIM, but cannot manage access for on-premises applications.

The OnelLogin Unified Access Management Platform

The cloud-based OneLogin Unified Access Management
Platform unifies access to both SaaS and on-premises
applications, as well as a range of networks and devices, to
make it simpler and safer for everyone to access the apps and
data they need, anytime and everywhere.

With OnelLogin, end-users access both SaaS and on-premises
applications from an intuitive and customizable Single Sign-On
(SSO) Portal with a single secure password and additional
authentication factors when appropriate.

The core of the Unified Access Management Platform is the
Onelogin Cloud Directory, a full-featured, standalone corporate
directory which synchronizes existing corporate directories,
including multiple Active Directory domains, LDAP directories,
Google G Suite, and even Human Resources Information
Systems, including Workday, Namely, UltiPro, and BambooHR to
provide a centralized store of all users.

Access Management operations are simplified with the
Onelogin Role-Based Access Control (RBAC) engine and
Onelogin Mappings functionality, enabling flexible, automated
mapping of attributes and roles to users. OnelLogin Roles enable
provisioning to all apps as well as office WiFi appliances.

The OneLogin Access product extends the reach of the
Onelogin Unified Access Management Platform to manage
access for applications hosted on-premises, at remote data
centers, or in private clouds.

Strengthen Security and Compliance Programs

Synchronize the OnelLogin Cloud Directory with Active
Directory in real-time for instantaneous onboarding and
deprovisioning

Secure accounts with OnelLogin Multi-Factor
Authentication (MFA) or integrations with your existing
MFA provider

Create, document, and enforce access policies based
on criteria such as user, location, and application

Streamline Access Management Operations

Centralize Access Management for all users, all
directories, and all applications

Accelerate application rollout, new employee
onboarding, and deprovisioning

Reduce access-related helpdesk requests by 50% or
more through self-service password reset for end-users

Drive Workplace Efficiency Gains & User Productivity

Onboard new users in minutes and modify permissions
in real-time for rapid application access

Enable users to access all apps from a single, secure
portal from any device and location

Drive productivity gains of $195 per user annually
based on faster access to applications'

Reduce Access Management Costs

Eliminate dependencies on costly, inefficient, and
complex legacy Access Management tools
Consolidate user profile data in the cloud and save
directory infrastructure costs

1 “The Total Economic Impact™ of OnelLogin”, Forrester Research, April 2016

“The unification of OnelLogin for SaaS apps and for our on-premises applications simplifies and secures access for our employees, scales our growth
globally, and streamlines our ability to support business critical operations for our global customers.”

Mustafa Ebadi, SENIOR VICE PRESIDENT OF CUSTOMER EXPERIENCE AND IT AT SOTI
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Core Platform Services

Single Sign On Provide users with a single portal to access all
applications - including SaaS apps as well as on-premises
through a single, secure password. The OneLogin portal is
customizable and accessible from any device to make it simpler
and safer for everyone to access the apps and data they need,
anytime and everywhere.

Centralized Cloud Directory Integrate your existing directories,
including Microsoft Active Directory, LDAP, G Suite, and even
Human Resources systems such as Workday, Ultipro, Namely,
and BambooHR for a single source of truth and streamlined
Access Management operations.

User Lifecycle Management Automate user onboarding and
offboarding with real-time directory synchronization and powerful
rules to streamline entitlements.

Multi-Factor Authentication Protect access to all applications by
requiring additional authentication factors when logging in to the
Onelogin Single Sign-On Portal. Enforce policy-based access
control based on location, application, and user privilege level.
Use the OneLogin One-Time-Password (OTP) app or integrations
with third-party MFA solutions, including Duo Security, RSA
SecurlD, Google Authenticator, and many others.

Contextual Security Policies Create and enforce intelligent
Access Policies based on user location, user privilege level, or
location for risk-appropriate security controls.

App Catalog With over 5,000 pre-integrated applications,
deploying and operationalizing OneLogin SSO and provisioning
is simple and efficient.

Why OnelLogin?

Unified Access The only Access Management solution capable
of managing access for SaaS and apps hosted on-premises, in
customer-managed data centers, and private cloud
environments.

Smarter Security Synchronize with Active Directory in real-time
rather than in batches for instant deprovisioning. Use Adaptive
Authentication to dynamically adjust authentication requirements
based on risk analysis powered by machine learning.

Complete Access Platform Extend access management controls
to Virtual LDAP functionality and even RADIUS Identity servers.

Customer-First Onelogin offers consultative and tailored
engagements, while a non-tiered support model ensures direct
access to expert customer support. Our Customer Advisory
Board offers peer engagement and access to product experts.

Additional Product Modules

Onelogin Access Manage custom and commercial apps hosted
on-premises, in data centers, on in private cloud environments
with the OnelLogin Unified Access Management Platform user
interface. Leverage existing roles, permissions, and policies for
all of your apps while enabling users to access all of their apps
from one portal.

Adaptive Authentication Combat account compromise by
detecting high-risk login attempts by profiling typical user
behavior and identifying anomalies with machine-learning. Login
attempts with elevated risk scores require additional
authentication factors for security confidence.

Automated Provisioning Streamline provisioning by using the
OnelLogin mapping engine and centralized cloud directory to
create new rules and mappings, accelerating app roll out.

Virtual LDAP Use Onelogin as a cloud-based LDAP directory to
authenticate and authorize users and integrate with legacy
systems that require an LDAP endpoint for authentication and
authorization.

RADIUS Authenticate users from network devices that support
RADIUS, such as Cisco VPN, for a simplified and streamlined
user experience.

OnelLogin Desktop for Mac & PC Enroll Mac & PC devices with
the OneLogin Cloud Directory to install a user-specific certificate
and create a secure profile on the machine that can only be
accessed with OneLogin Cloud Directory Credentials. Users gain
quick and secure access to the OnelLogin application portal as
well as SAML-enabled web and desktop apps.

Over 2,000 Customers Globally Access the World with OneLogin
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